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Chairman's Foreword

Stablecoins have crossed a threshold. What began as a niche instrument for
crypto native trading has become core infrastructure for cross-border
payments, institutional settlement, tokenised markets, and corporate treasury
operations. The Gulf Cooperation Council has positioned itself at the centre of
this transition, with the Central Bank of the United Arab Emirates, the Virtual
Assets Regulatory Authority, the Financial Services Regulatory Authority of
ADGM, the Dubai Financial Services Authority, the Central Bank of Bahrain,
and other regional supervisors establishing frameworks that set a credible
standard for institutional quality digital money.

With that credibility comes a non-negotiable obligation: every token in
circulation must, at all times, be matched by verifiable, high-quality, legally
accessible reserves. The question is no longer whether Proof of Reserve
should exist. The question is whether traditional practices are adequate to the
scale, speed, and systemic importance that stablecoins have now acquired. In
MESA's assessment, it is not.

Periodic attestation, performed once a month against a selected point in time,
was designed for an earlier era. It cannot detect intraday shortfalls, bind
minting logic, reconcile liabilities across multiple chains, or give supervisors
the continuous visibility that systemic importance demands. The industry
requires a richer architecture: independent attestation combined with
decentralised oracle feeds; automated mint-and-burn enforcement at the
smart contract layer; bankruptcy-remote, segregated custody; machine-
readable disclosure; and, increasingly, direct supervisory access.

This framework sets out how that architecture should be constructed. It draws
on the rulemaking emerging from the United States' GENIUS Act, the European
Union's Markets in Crypto Assets Regulation, the Monetary Authority of
Singapore's stablecoin standards, the UAE regulatory stack, and the
supervisory practice developing in Hong Kong, Japan, and Switzerland.
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It identifies where convergence is already occurring and where gaps remain. It
is deliberately prescriptive where prescription is appropriate and deliberately
principled where flexibility serves the market.

MESA publishes this document in the spirit of constructive engagement. It is
intended to support issuers designing or upgrading their reserve architecture,
to inform supervisors shaping implementing rules, and to equip institutional
counterparties with the analytical tools required to assess counterparty risk in
a market that is maturing rapidly. We welcome dialogue, critique, and
improvement.

The stablecoin economy is being built in the public eye. Trust in that economy
will be earned transaction by transaction, attestation by attestation, block by
block. Proof of Reserve, properly designed and properly enforced, is the
cornerstone on which that trust depends.
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Dr. Bhaskar Dasgupta
Chairman
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Foreword

Technology, Innovation and Education Committee
The Technology, Innovation and Education Committee was constituted to sit at
the intersection where three rapidly evolving forces meet: the engineering of
digital asset infrastructure, the supervisory expectations now being codified
across the GCC and beyond, and the practitioner knowledge base required for
market participants to operate safely at institutional scale. Proof of Reserve
sits squarely within that intersection. It is a technical discipline, a regulatory
expectation, and an educational challenge, all at once.

When we began work on this framework, three observations shaped our
approach. First, attestation practice has matured considerably, but the gap
between what issuers publish and what institutional counterparties require
has widened rather than narrowed. Second, the tooling for continuous
verification, decentralised oracle networks, Merkle tree liability proofs, zero-
knowledge constructions, and smart contract enforcement logic has moved
from research to production, yet adoption across major issuers remains
uneven. Third, supervisors in the region and internationally are signalling a
clear preference for machine-readable, continuous data over periodic
narrative disclosure, and issuers that delay investment in this transition will
find themselves disadvantaged commercially and regulatorily.

This framework responds to all three. It consolidates the technical
components that a modern Proof of Reserve system must include, maps those
components against the requirements emerging from principal jurisdictions,
and sets out a forward path toward regulator-enabled continuous verification.
It is written for engineers, risk officers, compliance teams, and supervisors in
equal measure, and it deliberately avoids treating any one of those audiences
as secondary.

We are grateful to MESA member firms whose operational experience
sharpened the document, to external reviewers whose scepticism improved it,
and to the Chairman for the trust placed in this committee to publish a
framework on such a
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consequential topic. The principles collected in the closing section of this
document are intended as a concise operating reference: a practitioner's
benchmark against which any Proof of Reserve implementation can be
assessed

The work of Proof of Reserve will never be finished. Threat surfaces, market
structures, and regulatory expectations evolve alongside them. This
framework is therefore a living document. We invite members, issuers,
supervisors, and counterparties to engage with us, to challenge it, and to help
us improve successive editions.

Zarah Estermann
Co-Chair

Kristiina Lumeste
Co-Chair

Dyma Budorin
Vice Chair

Technology, Innovation and
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Executive Summary

Stablecoins have emerged as foundational infrastructure within digital asset
markets, payment systems, and, increasingly, within regulated financial
services. As tokenised representations of fiat currency, they are safe and
reliable only if they have transparent, continuously verifiable reserve backing.
Recent regulatory developments, market failures, and institutional adoption
trends converge on a single conclusion: Proof of Reserve is no longer optional.
It is the foundation of credibility. Where a reserve is opaque, it transforms
trust into risk.

Proof of Reserve is no longer a disclosure exercise. It is
the trust layer on which the institutional stablecoin
economy will be built.

MESA Technology, Innovation and Education Committee

For stablecoin issuers, Proof of Reserve frameworks, especially those
incorporating real-time data feeds, independent attestations, and on-chain
verification, are becoming a minimum market and regulatory standard.
Regulators and policymakers globally are increasingly expecting Proof of
Reserve to be part of compliance for issuers and exchanges. As the centralised
and decentralised financial ecosystems become more integrated with
mainstream finance, disclosure and reserve verification standards are
tightening. Bank regulatory frameworks developed by the Basel Committee
are expanding expectations for virtual asset exposure reporting, and some
supervisory bodies have signalled intention to incorporate Proof of Reserve
into routine oversight.

Despite this convergence, there is no legally binding, unified global standard
for verifying the existence, composition, quality, transparency, segregation, or. 
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safety of reserves. Regulations across jurisdictions differ significantly. They
vary on redemption timeframes, consumer protection, the balance between
innovation and risk, eligible reserve assets, custodian requirements, disclosure
frequency, auditing requirements, governance structures, and liability
reporting. This fragmentation creates operational risk for issuers, legal
uncertainty for users, unnecessary instability for financial markets, and a
barrier to safe cross-border adoption.

Proof of Reserve has emerged as a foundational mechanism for improving
transparency and trust across the stablecoin industry. However, it remains
inconsistently defined, unevenly implemented, and often insufficient to
address the full spectrum of risks associated with reserve-backed digital
assets. A robust framework must encompass not only reserve verification but
also liability reporting and reconciliation, governance and key management
integrity, custodian segregation and bankruptcy remote structures, real time
or near real time oracle verified reporting, smart contract enforced mint and
burn controls, cross chain solvency synchronisation, cybersecurity hardening
and oracle infrastructure resilience, prudential reserve quality and liquidity
standards, and regulatory reporting pipelines with machine readable
disclosures.

Why this framework, and why now

This paper presents an institutional-grade, consolidated framework for
Proof of Reserve, specifically tailored for stablecoin issuers. It
synthesises principles from industry practice, regulatory requirements,
including the United States GENIUS Act, the European Union MiCA
regime, ADGM and VARA rulebooks, MAS standards, and MESA
guidance, together with technical advances such as decentralised
oracle networks, Merkle tree proofs, and smart-contract-enforced
minting logic.

The objective is to define a clear, academically rigorous, and
operationally realistic reference model for Proof of Reserve in the
stablecoin sector that supports institutional adoption, supervisory
integration, and cross-jurisdictional portability.
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1.1 Definition and Purpose
Proof of Reserve is a mechanism, procedural, technical, and cryptographic,
through which a stablecoin issuer demonstrates that high-quality, verifiable
reserve assets fully back every token in circulation.

A robust solution must verify both sides of the balance sheet. Assets include
cash, cash equivalents, and high-quality liquid securities held in regulated
custody. Liabilities include the total stablecoin supply and other obligations. A
Proof of Reserve framework aims to ensure solvency, prevent infinite minting
exploits, reduce counterparty risk, enhance market confidence, and meet
regulatory expectations for transparency.

Conceptual Foundations
PART I

of Proof of Reserve

1.2 Types of Proof of Reserve
Three dominant models exist.

Auditor or custodian attestation. Traditional, snapshot-based verification
is performed monthly or quarterly by independent accounting firms. This
model is widely used by USDC, Paxos, and other institutional issuers, but
on its own offers limited real-time assurance.

Pure on-chain cryptographic proof. Direct verification of wallet balances
or Merkle tree-based representations of liabilities. While highly
transparent, it is insufficient when reserves are held off-chain, such as in
bank deposits or Treasury bills. Very few real-world issuers rely exclusively
on pure on-chain cryptographic Proof of Reserve because it only works
when the reserves themselves are held on a blockchain. This limits the
model almost entirely to wrapped assets and tokenised crypto-native
assets, rather than fiat-backed stablecoins.

Oracle-verified hybrid Proof of Reserve. A synthesis of attested off-chain
data and decentralised oracle networks, for example, Chainlink Proof of  
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Reserve, that publish reserve information on-chain in real time.

For stablecoin issuers, the hybrid model is the most operationally realistic and
regulator aligned.

Understanding Oracles
Oracles provide orchestration between on-chain and off-chain environments, including
across blockchains and between blockchains and off-chain systems, such as data and API
providers, enterprise backends, and banking and payment networks. They are used to relay
information between disparate systems, as well as transform and validate data prior to
delivery and automate the execution of smart contracts. Decentralised oracle networks
require a committee of independent node operators to come to consensus on its services,
including across different data sources, eliminating single points of failure and providing
enhanced security, reliability, and accuracy.

Chainlink the leading decentralised oracle platform and most widely adopted standard for
securely connecting blockchain applications with external data, existing systems, and other
blockchains, including for use cases such as Proof of Reserve, secure minting controls, and
automated on-chain verification.

1.3 Comprehensive Proof of Reserve Requires Proof of Liabilities
Proof of Reserve is incomplete without corresponding Proof of Liabilities.
Reserve verification alone cannot confirm solvency unless it is paired with
accurate and complete liability reporting.

Components of Proof of Liabilities include the total outstanding stablecoins
across all blockchain networks, liabilities held in custodial accounts or
institutional products, outstanding redemption requests, contingent
obligations related to wrapped or bridged assets, and off-balance-sheet
liabilities, including operational, legal, and counterparty exposures.

Liability data must be consolidated, reconciled, and mapped against reserves
within a unified solvency model.
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1.4 Mint and Burn Reconciliation
A central requirement of Proof of Reserve is alignment between reserve
movements and mint or burn events. Every token minted must correspond to
an increase in verified reserves. Every token burned must correspond to a
reduction in liabilities.

To ensure that burned tokens can never re-enter circulation, a robust
stablecoin architecture must enforce irreversible burn mechanisms at the
smart contract level. When tokens are burned, they are either permanently
removed from the  total supply by reducing the on-chain supply variable or
sent to an unspendable burn address with no known private key, making
recovery cryptographically impossible. In institutional grade implementations,
burn events are tightly coupled with liability reconciliation and reserve
updates, ensuring that the reduction in supply is reflected across all systems.
Combined with audit trails, oracle-verified reporting, and smart contract
constraints, this ensures that burned tokens are provably and permanently
removed from circulation.

A credible framework requires automated mint and burn rules enforced by
smart contracts, oracle-based validation that prohibits minting if reserves are
insufficient, continuous reconciliation between on-chain liabilities and off-chain
reserves, and historical audit trails showing how reserves have changed over
time. Together, these create a transparent, tamper-resistant solvency
structure.

1.5 Elements of a Modern Framework
A robust Proof of Reserve framework must include the following six structural
components.

Reserve verification
High-quality liquid assets held with regulated custodians.
Segregated, bankruptcy-remote reserve accounts.
Independent attestation or audit processes.

Liability verification
Consolidated liabilities across all networks.
Reporting of wrapped and bridged stablecoin liabilities.
Continuous reconciliation with mint and burn logs.
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Oracle and data infrastructure
Decentralised oracle networks that publish reserve data on the chain.
Threshold signature systems and multi-node consensus.
Data integrity verification, including digital signatures at each stage.

Smart contract controls
Automated enforcement of solvency limits.
Circuit breakers that pause minting during anomalies.
On-chain publication of reserve and liability values.

Governance and key management
Multi-party computation or hardware security modules for key control.
Segregation of duties across operational roles.
Audit logging and transparent governance decisions.

Cross-chain consistency
Unified liability reporting for all blockchain networks.
Cross-chain oracle synchronisation.
Verification of wrapped and bridged tokens.

Proof of reserve is necessary, but not sufficient

Proof of Reserve is a critical pillar of stablecoin oversight, providing
transparency into asset backing and reinforcing market confidence.
However, it cannot, on its own, constitute a comprehensive solvency,
liquidity, or risk management framework. While Proof of Reserve can
confirm the existence of assets at a point in time, it does not capture
liabilities, contingent exposures, maturity mismatches, operational
risks, or governance weaknesses.

Effective stablecoin supervision, therefore, requires integrating Proof of
Reserve into a broader framework that encompasses capital adequacy,
liquidity management, valuation governance, independent audits,
stress testing, risk controls, and regulatory oversight. Without this
holistic approach, transparency alone may create a false sense of
security rather than durable financial resilience.
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1.6 Why Proof of Reserve Matters for Institutional Adoption
For institutional use, whether in settlement, liquidity management, treasury
operations, or tokenised markets, stablecoins must meet a higher standard of
transparency, control, and operational certainty than retail users typically
require. Therefore, institutional risk frameworks demand that issuers
demonstrate the following.

Continuous solvency, not point-in-time assurance.
Periodic attestations provide only a snapshot. Institutions must be able to rely
on real-time or high-frequency verification of reserves and liabilities, enabling
them to manage intraday liquidity exposure, counterparty and credit risk, and
operational settlement risk. Stablecoins integrated into trading, clearing, and
treasury flows must maintain verifiable backing at every moment, not merely
at month-end.

Segregation and legal ring-fencing of reserves
Institutional capital can only interact with stablecoins whose reserves are held
in bankruptcy-remote trusts or fiduciary structures, licensed and supervised
custodial institutions, and accounts segregated from the issuer's operating
funds. Structures must prohibit rehypothecation, commingling, or
discretionary use. This ensures that redemption claims remain enforceable
even if the issuer becomes insolvent.

Transparency of reserve composition and risk quality
Institutions require granular, verifiable disclosure of reserve composition that
aligns with global regulatory benchmarks, including MiCA reserve and liquidity
requirements; the GENIUS Act's segregation, concentration, and reporting
standards; and ADGM and VARA reserve and redemption rules. Such
transparency allows asset managers, custodians, and risk teams to
independently assess duration risk, concentration risk, credit quality, and
liquidity horizons.

Predictable and immediate redemption mechanics
Institutional users, particularly market makers, custodians, and settlement
providers, require guaranteed, timely redemption at par. Instant or near
instant redemption is essential to maintain liquidity buffers, support collateral
flows, reduce settlement friction, and prevent spread widening under stress.
Redemption certainty is a precondition for institutional-grade integration.
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Automated, enforceable mint and burn controls
Institutions do not rely solely on issuer assurances. They require smart
contract-enforced issuance constraints tied directly to verified reserve data,
ensuring that tokens cannot be minted without sufficient backing, that
liabilities cannot exceed attested reserves, and internal actors cannot bypass
those mint and burn operations. Automated enforcement removes human
discretion and significantly reduces operational and governance risk.

1.7 Institutional Uptake
Stablecoins have transitioned from niche digital payment instruments to core
settlement, treasury, and liquidity infrastructure for global financial markets.
Their credibility, however, depends on a single principle: reserves must always
be verifiably sufficient to redeem all tokens at par, at all times.

Reserves must always be verifiably sufficient to
redeem all tokens at par.

Institutional adoption, tokenised capital markets, and regulatory scrutiny are
accelerating rapidly. As stablecoins become integrated into cross-border
payments, broker-dealer settlement, tokenised Treasury bill and money
market fund platforms, over-the-counter collateralisation, and treasury and
working capital management, the quality, transparency, and verifiability of
reserve backing have moved from a best practice to a regulatory and
operational requirement.

Traditional assurance mechanisms, such as quarterly audits and monthly
attestations, are no longer adequate. Institutions now expect high-frequency
or real-time Proof of Reserve, automated reconciliation of assets against
liabilities, oracle-based on-chain transparency, segregated, bankruptcy-remote
custody, provable enforcement of mint and burn limits, and independent
verification from auditors and custodians.

mesaofficial.com



16

A credible stablecoin framework requires strong prudential oversight of
reserve composition, liquidity structure, and asset protection mechanisms.
Proof of Reserve verifies the existence of backing assets, but the prudential
framework ensures those assets remain safe, liquid, and readily available for
redemption. This part outlines the key principles, structural requirements, and
supervisory expectations that govern reserve management under a globally
consistent standard.

Reserve Backing, Custody, and
Risk Considerations

PART II

Prudential architecture beneath the verification layer

2.1 Composition of Reserves
Institutional grade reserves must meet high standards of credit quality,
liquidity, duration, and regulatory compliance. Regulators increasingly
mandate the following.

Full one-to-one backing in cash held with regulated financial institutions.

Cash equivalents with T plus zero or T plus one liquidity.

Short-term sovereign debt instruments with minimal credit and liquidity
risk, such as United States Treasury bills.

Overnight deposits and certain money market instruments that meet strict
liquidity and credit standards.

Zero rehypothecation of reserves.

Segregation of reserve custody from issuer operating funds.
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The GENIUS Act, MAS stablecoin standards, MiCA, and UAE frameworks each
define variants of these requirements. For institutional stablecoins or payment
tokens, adherence to these standards is essential.

MiCA restricts reserves to cash and highly liquid financial instruments,
subject to broader reserve management expectations around liquidity,
concentration, safeguarding, and prudent operational controls.

GENIUS Act (United States) permits cash, bank deposits, US Treasury bills,
notes or bonds with a remaining maturity of 93 days or less, certain
repurchase agreements, money market funds that invest in and tokenized
versions of these assets.

MAS (Singapore) permits cash, bank deposits, and government securities,
subject to duration and liquidity limits.

Hong Kong allows high-quality liquid assets and certain money market
funds.

ADGM requires reserves to consist primarily of cash and high-quality liquid
assets as defined under its prudential rulebook.

VARA limits reserves to cash, bank deposits, and short-duration sovereign
instruments, with a strict prohibition on corporate debt, commercial paper,
and crypto assets.

A unified framework must reflect the strictest common denominator across
these regimes.

2.2 Custody Structures and Reserve Segregation
Reserves should be held by independent, regulated third-party custodians,
whether banks, trusts, or licensed financial institutions. In multi-jurisdictional
structures involving jurisdictions such as the UAE, the British Virgin Islands, or
Mauritius, legal ring-fencing of reserves is essential to ensure redemption
rights even in the event of an issuer's insolvency.
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Reserves must be held in accounts that protect users even if the issuer
becomes insolvent. Key principles include full segregation between customer
reserves and operational capital; legal structures that ensure reserve
ownership remains with users; prohibition of commingling, rehypothecation,
or encumbrance; use of regulated custodians with proper licensing and
operational oversight; and multi-custodian arrangements to diversify risk.

Japan. Requires reserves to be held in segregated trust accounts.

Hong Kong. Requires bankruptcy-remote trust arrangements for all
authorised stablecoins.

VARA. Requires strict segregation and multiple custodians.

FSRA. Mandates reserve isolation and regulated custodial arrangements.

Jurisdictional examples

A single custodian presents a material point of failure, leaving the system
vulnerable to operational breakdowns, cyber-attack, insolvency, liquidity
constraints, or regulatory action. Strong reserve architectures utilise multiple
regulated custodians, geographic diversification to reduce sovereign or
political risk, automated reconciliation feeds from each custodian, and failover
arrangements in the event one custodian becomes unavailable.

VARA explicitly mandates multi-custodian arrangements for all licensed
stablecoin issuers. FSRA strongly encourages diversification to mitigate
concentration risk. These measures ensure that user funds are recoverable
even in severe stress events. A framework must validate not only the balances
but also the control of assets through Proof of Ownership procedures, an area
frequently mishandled in traditional implementations.
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Liability data must be consolidated, reconciled, and mapped against reserves
within a unified solvency model. For exchanges, misrepresentations commonly
stem from incomplete liabilities reporting. Stablecoin issuers must avoid these
pitfalls by implementing verifiable liabilities datasets embedded into the
reserve verification process.

2.4 Liquidity Laddering and Duration Limits
A robust reserve structure must maintain the ability to meet redemption
requests under all market conditions. This requires careful management of
liquidity risk through a clearly defined ladder.

Tier 1. Cash and overnight deposits for immediate settlement.

Tier 2. Short-term sovereign securities maturing within 30 to 90 days.

Tier 3. Approved money market instruments with daily liquidity.

Example ladder structure

Regulators impose different expectations. MiCA requires daily liquidity for a
sufficient portion of reserves. MAS requires liquidity stress analysis and
conservative duration risk management. VARA focuses strongly on the
immediate availability of reserves for redemption. FSRA applies prudential
liquidity risk frameworks similar to those used in banking. Issuers must
demonstrate that reserve assets can be liquidated quickly without imposing
material haircut risks.

2.5 Concentration Risk Management
Concentration risk arises when reserves depend too heavily on a single
custodian, a single asset type, or a single jurisdiction. Key parameters include
limits on exposure to any single financial institution, geographic diversification
in holding sovereign assets, restrictions on custodian concentration, and
prohibitions on holding reserves with affiliated entities unless the entities are
independently supervised.
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Illustrative concentration example

A stablecoin that stores 90% of its reserves with a United States bank is
exposed to custodian failure risk. Similarly, a portfolio holding only one
type of government security may face concentration exposure if that
sovereign is downgraded.

2.6 Valuation and Mark to Market Requirements
Reserve assets must be valued accurately and frequently, using reliable
independent data sources. Key requirements include daily or near-daily mark-
to-market valuation, use of independent pricing sources rather than issuer-
provided valuations, disclosure of valuation methodologies, and immediate
recognition of reserve impairments.

Illustrative valuation example

If a stablecoin holds money market funds and the fund charges a
liquidity fee during periods of stress, this must be recognised
immediately in the reserve valuation.

2.7 Independent Attestation and Audit Requirements
Prudential frameworks require independent verification of reserves.

Monthly attestations by accredited firms, as required under MiCA and the
GENIUS Act.
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Annual audits that include operational and technology reviews, consistent
with MAS and FSRA expectations.

Real-time or near-real-time reserve data publication for systemically
important issuers, an approach favoured by VARA.

Verification of both reserve assets and risk management controls.

Attestation processes must validate reserve composition, legal segregation,
and alignment with liability totals.

Complementary safegards

Proof of Reserve is a critical component of stablecoin oversight, but it
cannot serve as a complete solvency or risk management framework
on its own. A credible and resilient system requires it to operate
alongside prudential rules defining acceptable reserve assets, liquidity
profiles, and concentration limits; governance requirements ensuring
clear accountability, segregation of duties, and independent oversight;
cybersecurity standards protecting keys, oracles, custodial interfaces,
and operational systems; redemption rights giving primary depositors
and purchasers predictable and enforceable ability to exchange their
stablecoins for fiat or crypto funds; reserve quality regulation ensuring
assets can be liquidated quickly and at full value; stress testing to
evaluate solvency under extreme market conditions; cross chain
reconciliation to account for liabilities issued across multiple blockchain
networks; and disclosure and transparency frameworks providing
reliable and timely information to users and regulators.

Each of these elements addresses a risk that Proof of Reserve alone
cannot fully mitigate. Only when combined do they create a complete
solvency assurance model.
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Mechanisms for On-Chain
Proof of Reserve

PART III

From attestation to automated enforcement

3.1 Decentralised Oracle Networks
Decentralised oracle networks are critical infrastructure for securely bringing
off-chain reserve data on chain, distributing data sourcing and delivery across
independent node operators rather than relying on a single intermediary. This
critical technology, pioneered by Chainlink, enhances security, reliability, and
trust-minimisation for Proof of Reserve systems, specifically by eliminating
single points of failure, protecting against tampering, and automating
enforcement of mint and burn conditions when integrated into the minting
function.

As the standard across the blockchain industry for decentralised oracle
network technology, Chainlink applied this decentralised oracle infrastructure
to the verification of tokenized assets via Chainlink Proof of Reserve.
Chainlink’s framework enables independently verified reserve data to be
securely published on-chain and used by smart contracts to support real-time
transparency and automated controls for tokenized assets.

3.2 Smart Contract Enforcement
Combining oracle-updated Proof of Reserve with smart contract minting logic,
for example Chainlink Proof of Reserve’s Secure Mint capability, ensures that
tokens can only be minted when sufficient reserves are verified and that
under-collateralised conditions trigger circuit breakers or redemption pauses.
This is designed to minimize the risk of infinite mint attacks and close the gap
between reserve reporting and actual token issuance. For example, Wenia, a
digital asset company backed by Colombia’s largest bank, Bancolombia Group,
adopted Chainlink Proof of Reserve into its COPW stablecoin minting function,
helping to minimize the risk of infinite mint attacks where additional COPW is
issued without sufficient available reserves.
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Case in point: ACALA aUSD, 2022

A real-world example of an infinite minting attack is the 2022 Acala
aUSD incident. A misconfigured liquidity pool allowed an attacker to
mint over three billion aUSD without proper collateral checks. This
instantly collapsed the stablecoin's peg and forced the protocol to
freeze the illegitimately minted tokens. The episode remains a
reference point for the structural necessity of smart contract-enforced
issuance limits tied to verified reserves.

Case in point: msUSD, JUNE 2026 - when a fully-backed
coin depegged

The Acala incident illustrates over-minting; the msUSD episode
illustrates the opposite and equally dangerous failure mode, where
reserves are intact but the proof layer fails. In June 2026, MainStreet
Finance’s msUSD lost approximately 90 per cent of its US dollar peg.
The cause was not insolvency. The coin’s Proof of Reserve reporting
feed went offline after its independent verification provider,
Accountable, terminated the engagement, leaving the market unable to
confirm that backing still existed. The issuer characterised the event as
an infrastructure and reporting issue, not a solvency issue, and
deployed over eight million US dollars to defend the peg. A downstream
lending market compounded the damage when its legacy oracle, set to
pause on stale data, drove utilisation to 100 per cent and borrow rates
above 130 per cent, accelerating liquidations. Contagion then spread on
confidence alone: an unrelated yield vault that merely shared the same
verification provider was wound down after 8.5 million US dollars of
redemptions, despite having no financial exposure to msUSD. The
episode is the defining recent demonstration that Proof of Reserve
infrastructure is itself an attack surface, and that reserve sufficiency
and infrastructure integrity must be treated as two distinct, equally
mandatory pillars. 
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3.3 Merkle Trees and Cryptographic Inclusion Proofs
Merkle trees allow users to verify their individual inclusion in total liabilities
without exposing private information. While powerful, such systems require
independent audits to prevent manipulation of liability trees.

A Merkle tree system developed purely in-house is not enough. While it
maintains confidentiality and confirms liabilities at a specific point in time,
external verification is essential, as it alone does not confirm the quality or
ongoing sufficiency of reserves.

3.4 Real Time or High Frequency Reporting
The strongest trust assurance comes from real-time, or sub-15-minute,
reserve updates. While current regulatory minima vary across jurisdictions,
with some regimes relying primarily on periodic attestations, audits,
disclosures, and supervisory reporting, industry practice is moving rapidly
toward continuous solvency verification as the new baseline for institutional
integration.
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Regulatory Landscape
and Convergence

PART IV

Mapping the global rulemaking trajectory

4.1 United States: The GENIUS Act
The GENIUS Act establishes a federal regime for payment stablecoins. Its
principal features include the following.

Permitted issuers limited to banks, insured depositories, and licensed non-
bank issuers.

One-to-one reserves in cash or cash equivalents.

Independent monthly attestations.

Public reserve composition reports.

Redemption rights and consumer protections.

Segregated, bankruptcy remote reserve custody.

A hybrid attested and cryptographic Proof of Reserve architecture.

The GENIUS Act establishes the direction of travel for a federal payment
stablecoin regime, while detailed implementation will continue through
rulemaking and supervisory practice.
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4.2 EU MiCA, MAS, Japan, Switzerland, Hong Kong
Across these jurisdictions, converging requirements are observable: full
backing and high-quality liquid reserves, independent attestation
requirements, redemption guarantees, segregated reserve custody, and
growing interest in on-chain verifiability and real-time reporting.

Across these frameworks, common regulatory themes are evident.

Full backing in high-quality, liquid reserves.

Segregated reserve assets and bankruptcy remote custody.

Independent verification, including audits, attestations, and public
disclosures.

Enforceable redemption rights at par value and governance requirements.

Movement toward on-chain and oracle-verified Proof of Reserve for real-
time transparency, along with other automated verification models
reflecting technology-enabled continuous supervision.

Stablecoin issuers operating globally should prepare for harmonisation toward
hybrid Proof of Reserve models. ADGM FSRA has already introduced a
dedicated regulatory framework for the issuance of fiat-referenced tokens and
has since consulted on extending it to regulated activities involving such
tokens. VARA has likewise embedded detailed disclosure, classification, and
compliance requirements for fiat-referenced virtual assets. The direction of
travel in the UAE is therefore not merely conceptual, but operational and
increasingly formalised.
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4.3  UAE: CBUAE, VARA, and ADGM FSRA

Across the UAE, the regulatory architecture for fiat-referenced stablecoins is
best understood through three distinct but increasingly convergent layers: the
Central Bank of the United Arab Emirates at the federal level for payment
token and stored value style frameworks; VARA for virtual asset activity in
Dubai outside the DIFC; and ADGM FSRA for regulated fiat-referenced token
activity within ADGM.

Across these frameworks, common regulatory themes are evident.
Full backing in high-quality, liquid reserves.
Segregated reserve assets and bankruptcy remote custody.
Independent verification, including audits, attestations, and public
disclosures.
Enforceable redemption rights at par value and governance requirements.
Movement toward on-chain and oracle-verified Proof of Reserve for real-
time transparency, along with other automated verification models
reflecting technology-enabled continuous supervision.

Stablecoin issuers operating globally should prepare for harmonisation toward
hybrid Proof of Reserve models. ADGM FSRA has already introduced a
dedicated regulatory framework for the issuance of fiat-referenced tokens and
has since consulted on extending it to regulated activities involving such
tokens. VARA has likewise embedded detailed disclosure, classification, and
compliance requirements for fiat-referenced virtual assets. The direction of
travel in the UAE is therefore not merely conceptual, but operational and
increasingly formalised.
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Risk Taxonomy and
Limitations

PART V

Ten dimensions of stablecoin reserve risk

A unified framework must be grounded in a clear and comprehensive
understanding of the risks that affect stablecoin solvency, operational safety,
transparency, and cross-border reliability. This part establishes a complete risk
taxonomy for stablecoin issuers and reflects regulatory, technical, and multi-
chain considerations. It provides supervisors, issuers, and infrastructure
providers with a consistent reference model for identifying, monitoring, and
mitigating risks across all components of the reserve verification ecosystem.
The taxonomy is structured into ten major categories, each representing a
critical dimension of stablecoin risk.

5.1 Protocol and Architectural Risk

Protocol and architectural risk refer to weaknesses in the design,
configuration, or underlying infrastructure of the stablecoin system. Key
considerations include the following.

Errors in reserve management logic.

Improper trust assumptions, including reliance on a single custodian or
data provider.

Poorly defined interactions between off-chain and on-chain systems.

Dependency on intermediaries without adequate redundancy.

Architectural designs that do not support real-time reporting or multi-chain
reconciliation.
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Example

A stablecoin that relies on a single bank for reserve custody may suffer
a systemic freeze if the bank becomes insolvent or experiences an
operational failure.

5.2 Smart Contract Risk

Smart contract risk arises from vulnerabilities, design flaws, or unintended
behaviour in the code that governs issuance, redemption, or reserve
enforcement.

Coding bugs in mint or burn logic.

Insecure upgrade mechanisms.

Incorrect access controls for administrative functions.

Logic that fails to enforce solvency constraints.

Integration errors between smart contracts and oracle feeds.

Example
A smart contract that allows minting before a reserve update is validated increases the risk of
unbacked token issuance. Minting control mechanisms, such as Chainlink Proof of Reserve’s
Secure Mint capability, mitigate this risk by preventing new tokens from being minted unless
sufficient reserves have been verified.

5.3 Oracle and Data Integrity Risk

Oracle risk relates to inaccurate, delayed, or manipulated data inputs that feed
reserve and liability information into smart contracts or public disclosures.
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Compromised oracle nodes or signing keys.

Stale data caused by network outages.

Data inconsistency across chains or custodians.

Manipulation of attestation data or API endpoints.

Overreliance on a single off-chain data source.

5.3.1 Reporting-Layer and Verification-Provider Risk
Distinct from oracle data accuracy is the risk that the reporting layer itself, the
third-party verification provider, attestation feed, or public Proof of Reserve
dashboard through which holders observe backing becomes unavailable, is
withdrawn, or behaves unsafely under stress. The msUSD depeg of June 2026
demonstrated that a stablecoin can remain fully collateralised yet still lose its
peg when this layer fails: holders priced in the absence of verifiable proof, not
the absence of reserves. This category must be treated as a first-class risk
rather than an assumed-reliable dependency, and includes the following
failure modes.

Provider withdrawal or termination - the verification provider unilaterally
ends the engagement, taking the attestation feed offline irrespective of
reserve adequacy.

Single-provider dependency - reliance on one verification provider or one
dashboard creates a single point of failure whose outage is
indistinguishable, to the market, from insolvency.

Fail or dangerous oracle behaviour - consuming protocols that continue
to act on the last-known value, or that default to pausing or aggressive
liquidation, when a feed goes stale, rather than degrading gracefully
toward a conservative state.

Confidence contagion - the loss of a shared verification provider can
transmit panic to unrelated tokens that have no financial exposure to the
impaired asset, as seen when adjacent vaults faced redemptions purely on
association.
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5.3.2 Continuous Cyber-Monitoring and Independent Assessment
Proof of Reserve infrastructure must itself be treated as critical financial
market infrastructure: a reserve framework is only as reliable as the systems
that generate, transport, publish, and enforce reserve data. A stablecoin can
be fully backed and still fail through a compromised minting key, a
compromised oracle solution, a malicious admin upgrade, a bridge exploit,
custodian API manipulation, a reconciliation-script error, a hacked reporting
dashboard, a DNS or API-endpoint takeover, or multisig signer collusion.
Issuers should therefore maintain continuous cybersecurity monitoring across
smart contracts, mint and burn permissions, oracle infrastructure, custodian
API integrations, treasury and bridge contracts, administrative keys, reporting
dashboards, and regulatory data feeds.
Such monitoring should provide real-time detection of unauthorised minting,
abnormal burn activity, stale oracle feeds, reserve-data inconsistencies,
admin-key changes, unexpected contract upgrades, treasury outflows, bridge-
supply anomalies, sanctions exposure, peg deviations, and custodian
connectivity failures, with each event generating a timestamped audit trail,
severity classification, escalation workflow, and remediation record. To
validate these controls, issuers should commission periodic independent
cybersecurity assessments — smart-contract audits, penetration testing of off-
chain Proof of Reserve infrastructure, review of MPC and multisig controls,
oracle-security validation, proof-of-ownership verification, and incident-
response testing — so that proof of reserve evolves from a transparency
mechanism into a continuously supervised control system worthy of
institutional and regulatory trust.

Example

If an issuer's reserve feed updates only once per day, an attacker could
exploit the time gap to mint stablecoins during periods of reduced
reserves.

5.4 Custody and Reserve Asset Risk
Custody risk refers to the possibility that reserve assets are lost, become
inaccessible, are mismanaged, or become unrecoverable during insolvency.
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Custodian default or insolvency.

Assets held in non-segregated or non-bankruptcy remote accounts.

Exposure to high-risk instruments that cannot be liquidated quickly.

Concentration of reserves with a single custodian

Cross-border enforcement uncertainty for reserved assets.

5.5 Economic and Market Risk
Economic risk relates to exposures created by market dynamics, liquidity
conditions, and timing mismatches between reserves and liabilities.

Example

A stablecoin issuer that maintains reserves at a bank in a different
jurisdiction may face legal barriers when attempting to recover assets
during enforcement.

Undercollateralisation during reserve drawdowns.

Liquidity stress during large redemption events.

Timing mismatches between reserve updates and liability increases.

Net asset value distortions in money market instruments.

Market dislocations affecting reserve valuation.
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5.6 Operational Risk
Operational risk stems from failures in internal processes, human error, or
technology systems that support issuance, redemption, and reconciliation.

Example

A stablecoin backed by money market funds may face delays in
converting assets into cash during extreme market stress, creating a
temporary redemption shortfall.

Incorrect liability reporting.

Misconfigured mint or burn processes.

Failures in monitoring reserve balances.

Issues with API connections to custodians or attestors.

Inadequate incident response procedures.

Example

A misconfigured internal reconciliation script may cause the issuer to
publish outdated reserve data, leading to inaccurate Proof of Reserve
results.

5.7 Governance and Organisational Risk
Governance risk refers to failures in oversight, decision-making, accountability,
or internal control structures
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Insufficient segregation of duties.

Inadequate board oversight.

Collusion among key holders.

Lack of documented operational procedures.

Poor management of conflicts of interest.

Example

If the same individuals control both minting rights and reserve
reconciliation, the risk of intentional or accidental abuse of issuance
increases significantly.

5.8 Key Management and Access Control Risk
Key management risk relates to the compromise, loss, or misuse of private
keys that control minting, burning, oracle updates, or contract upgrades.

Insecure private key storage.

Lack of multi-party computation.

Missing or weak rotation policies.

Inadequate revocation or recovery procedures.

Poor access controls over administrative systems.

mesaofficial.com



34

Example

A compromised minting key enables an attacker to issue unbacked
stablecoins even if reserves are intact.

5.9 Composability and Integration Risk
Composability risk arises when stablecoins interact with external DeFi
protocols, cross-chain bridges, or third-party systems.

Liquidation cascades triggered by depegging events.

Integration with unaudited or upgradeable DeFi protocols.

Exposure to bridge security failures.

Dependency on protocols with different risk profiles.

Example

A stablecoin used as collateral in a lending protocol may face mass
liquidations if its price deviates from par for a prolonged period.

5.10 Legal and Regulatory Risk
For stablecoin issuers, legal and regulatory risk is unusually concentrated.
They sit at the intersection of regulatory regimes for payments, banking,
securities, commodities, consumer protection, and anti-money laundering,
often without a single, settled regulatory perimeter. Legal risk arises from
uncertainty over the enforceability of claims to reserve assets and from liability
to contract or tort claims by stablecoin purchasers and secondary users. The
multi-jurisdictional scope of the stablecoin business compounds these risks.
Key risks include the following.
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Misrepresentation in marketing or disclosures relating to reserve structure
and assets.

Reserve assets that fail to meet legal eligibility or safeguarding regulations.

Legal uncertainty over reserve ownership and bankruptcy remoteness.

Regulatory reclassification risk driven by reserve structure.

Mismatch between disclosed redemption rights and legal enforceability.

Change in law and supervisory interpretation.

Jurisdictional differences in how stablecoins are legally classified, leading to
complex and conflicting compliance requirements.

From taxonomy to threat model

A comprehensive risk taxonomy is the foundation for effective
framework design. By identifying how technical, economic, custodial,
governance, and legal risks interact, regulators and issuers can develop
controls that address the full spectrum of vulnerabilities. Institutional-
grade implementations should pair this taxonomy with a detailed
threat model that specifies adversary types, attack surfaces, and
mitigation strategies.
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The Future 
of Proof of Reserve

PART VI

Automated, on-chain, regulator enabled verification

The industry is moving toward continuous on-chain reserve reporting,
decentralised oracle network-enabled regulator accessible transparency
layers, integration of Proof of Reserve into DeFi risk engines, institutional
settlement, and payment rails, event-driven compliance reporting rather than
periodic submissions, and multi-chain frameworks supporting interoperability.
Global regulators increasingly consider Proof of Reserve not a voluntary
disclosure but a baseline infrastructure requirement for stablecoin issuance.

The next stage of evolution is a fully automated, on-chain, regulator-enabled
system that eliminates manual reporting delays, reduces operational risk, and
provides real-time solvency assurance to global markets. As stablecoins
become embedded in payment systems, settlement infrastructure, and
institutional finance, the industry will shift from periodic attestation-based
reporting to continuous and autonomous solvency verification. The sections
below outline the emerging architecture, driven by advances in decentralised
oracle networks, smart contract infrastructure, trusted execution
environments, and direct regulatory integration.

6.1 Transition from Manual Reporting to Continuous Verification
Current frameworks rely heavily on periodic attestations and issuer-driven
reporting. This introduces delays and increases the risk of undetected
shortfalls. The future model moves toward continuous, automated verification,
where reserve data is fetched directly from custodians through secure signed
APIs, decentralised oracle networks validate and reconcile data in real time,
smart contracts enforce minting and redemptions based on live solvency data,
and public dashboards display up-to-date reserve and liability metrics. This 
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shift eliminates the informational gaps that attackers can exploit and sets a
higher standard for institutional transparency.

6.2 Regulator Enabled Feeds
Supervisors are beginning to demand direct, machine readable access to real
time reserve and liability data. Future systems will allow regulators to
subscribe to dedicated data channels. Expected capabilities include direct
oracle feeds into regulator dashboards, automated alerts when solvency ratios
approach risk thresholds, chain by chain liability summaries for multi chain
stablecoins, continuous audit trails of reserve adjustments and redemption
flows, and independent verification of custody signatures without issuer
mediation. Jurisdictions such as ADGM FSRA and Dubai VARA have signalled
plans to rely on continuous supervisory technology rather than static
disclosure regimes.

6.3 Autonomous Enforcement Through Smart Contracts
Automated enforcement ensures that solvency constraints are not dependent
on issuer discretion. Smart contracts will increasingly handle minting
authorisation based strictly on verified reserves, automatic circuit breaker
halts during oracle anomalies or custodian irregularities, enforcement of
redemption limits tied to liquidity buffers, and real-time solvency ratios and
capital adequacy signals. These controls transform Proof of Reserve from a
reporting mechanism into an enforcement mechanism.

6.4 Zero Knowledge Proofs for Privacy Preserving Verification
Future systems will incorporate cryptographic techniques to validate reserves
and liabilities without disclosing sensitive information. Zero knowledge based
verification will enable proof that reserves exceed liabilities without revealing
actual balances, liability Merkle trees that prove completeness while masking
customer identities, privacy for institutional holders who prefer not to expose
wallet positions, and compliance with data protection regulations across
jurisdictions. This addresses the need for transparency without compromising
user confidentiality.
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6.5 Custodian Integration Through Programmable Interfaces
Custodians are beginning to adopt programmable interfaces that support
authenticated, tamper resistant data feeds. Emerging capabilities include
dedicated APIs exposing signed reserve balances, MPC based signature
schemes that prove control over custodial assets, automated reconciliation
processes aligned with regulatory rules, and tokenised reserve certificates that
can be verified on-chain. These integrations will standardise the link between
traditional finance and blockchain based reporting.

6.6 Multi Chain Solvency Engines
Future architectures must support stablecoins that are native to several
blockchain networks simultaneously. Key innovations will include a unified
liability engine that aggregates supply across chains in real time, oracle
synchronisation logic that publishes consistent data across networks,
automated reconciliation between wrapped and native versions of the
stablecoin, and on-chain cross chain messaging systems ensuring that
liabilities cannot exceed reserves. This reduces the risk of synthetic or
duplicated supply, a major vulnerability in legacy models.
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Oracle Synchronisation  Across Blockchains
 
Chainlink and 24 of the world’s largest financial institutions and market
infrastructures, including Swift, DTCC, Euroclear, UBS, and Wellington
Management, showcased how decentralised oracle networks unlock an
onchain golden record for corporate actions data: an attested, real-time
source of truth that can be accessed simultaneously by smart contracts,
custodians, and post-trade systems. It enables tokenized assets to
reference the same confirmed records across public and private
blockchains, laying the groundwork for better synchronization and
increased automation across onchain markets.

https://www.prnewswire.com/news-releases/chainlink-and-24-leading-financial-market-participants-advance-industry-initiative-to-solve-58-billion-corporate-actions-problem-302569071.html
https://edge.prnewswire.com/c/link/?t=0&l=en&o=4520163-1&h=2105839464&u=https%3A%2F%2Fblog.chain.link%2Funified-golden-record%2F&a=unified+golden+record
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6.7 AI Assisted Monitoring and Anomaly Detection
Artificial intelligence will enhance verification systems by monitoring irregular
patterns, identifying anomalies, and predicting risk. Capabilities will include
detection of abnormal redemption flows, detection of sudden movements
across multiple wallets, identification of reserve depletion patterns, flagging of
inconsistencies in custodian statements, forecasting of liquidity stress using
market data, and monitoring of cross chain supply imbalances. Supervisors
and issuers will benefit from predictive insights rather than reactive responses.

6.8 Global Standards and Interoperable Reporting
A future system requires global alignment on data formats, disclosure
schemas, and regulatory reporting interfaces. Expected outcomes include
machine readable standards recognised across multiple jurisdictions, cross
border regulatory cooperation based on shared data formats, interoperable
disclosure templates reflecting MiCA, MAS, FSRA, VARA, and global standards,
and harmonised definitions of high quality liquid assets, redemption
obligations, and liability categories. This enables a stablecoin issued in one
jurisdiction to operate with confidence and consistency across borders. 
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A Centralised Global Proof 
of Reserve Platform

PART VII

A MESA proposal for regulatory harmonisation

7.1 Rationale
As adoption of fiat-referenced stablecoins grows across payment systems,
remittances, tokenised deposits, and digital asset markets, the global financial
system faces a significant challenge: verifying that issuers maintain high-
quality reserves that are segregated, accessible, and sufficient to meet
redemption obligations at all times.
Current practices vary widely. Some issuers provide attestations based on self-
selected auditors. Others use a chain Merkle tree to produce reserve proofs
that verify liabilities but not the existence, location, or legal claimability of the
reserves. Many jurisdictions impose reserve requirements, but data is
fragmented, non-standardised, and inconsistent across regulators.
To address this fragmentation, MESA proposes that central banks and
competent authorities jointly establish a Centralised Proof of Reserve
Reporting and Verification Platform, creating a standardised, regulated,
globally interoperable framework for stablecoin reserve oversight. The
platform would not replace local regulation, for example, MAS SCS, EU MiCA
EMT and ART, VARA FRVA, or NYDFS stablecoin rules, but would standardise
the verification architecture behind them.

7.2 Annual Central Bank Reserve Verification Statements
Central banks would issue Annual Stablecoin Reserve Verification Statements,
similar in spirit to annual financial stability assessments. 

The statement would confirm compliance of issuers under their jurisdiction,
highlight deficiencies such as mismatched currency reserves, excessive
duration, or insufficient segregation, assess systemic risk arising from major
stablecoins, provide cross-border supervisory intelligence, and inform global
FSB and CPMI policy reviews.
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Annual global report content
Under the proposal, the central bank governing consortium would publish the
following annually.

List of compliant issuers, classified as fully compliant, conditionally
compliant, under remediation, or non-compliant and prohibited.

Global reserve adequacy assessment, covering total fiat reserves, asset
composition breakdown, and custodian geographic distribution.

Stress test results, covering redemption stress scenarios, liquidity shock
absorption, and custodian default scenarios.

Transparency and governance evaluation, covering audit quality,
management of redemption policies, and alignment of risk management
policies with standards.

Global policy recommendations, including enhancements to reserve
rules, technology upgrades such as tokenised reserves and central bank
digital currency reserves, and harmonisation updates required to maintain
global stability.

7.3 Benefits of a Global Platform
Regulatory benefits

Standardises Proof of Reserve across jurisdictions such as MAS, MiCA,
VARA, and NYDFS.

Ensures uniform reserve quality, custody, and audit standards.

Enables cross-jurisdiction data sharing among central banks.

Reduces risk of regulatory arbitrage.
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Provides systemic risk visibility at a global scale.

Financial stability benefits

Protects token holders by ensuring reserves are real, accessible, and legally
secure.

Supports orderly redemptions during stress events.

Reduces contagion risk from stablecoin runs.

Harmonises global liquidity and duration risk management for fiat-backed
tokens.

Market integrity and confidence benefits

Increases trust in regulated stablecoins and fiat-referenced virtual assets.

Provides investors and payment providers with high confidence reserve
data.

Encourages institutional adoption in payments, digital assets, and
tokenised financial markets.

7.4 Implementation Roadmap
The proposed global adoption pathway is phased.

Phase 1: Feasibility and standards setting, Year 1

FSB, BIS, CPMI, and IOSCO draft a global Proof of Reserve taxonomy.
Reserve asset categories, custodial rules, and audit minima are defined.

Phase 2 Infrastructure build, Years 1 to 2

BIS Innovation Hub builds the core platform.
Pilot with early adopter regulators, for example, Singapore MAS, UAE VARA
and ADGM, MiCA jurisdictions, and the UK FCA and Bank of England.
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Phase 3 Legal harmonisation, Years 2 to 3

Local regulators incorporate platform-based reporting into law.
Standardised reporting templates adopted globally.

Phase 4 Global rollout

Mandatory integration for all systemically important stablecoins.
Annual central bank-issued Proof of Reserve reports begin.

Phase 5: Full maturity, Year 5 and beyond

Platform becomes baseline compliance infrastructure.
Integrates with tokenised securities, settlement systems, and central bank
digital currencies.

Why a centralised platform matters

A unified global approach is necessary because stablecoins are
borderless, but regulations are fragmented; systemic runs can originate
outside a regulator's jurisdiction; on-chain verification is helpful but
legally insufficient without custodian and bank confirmation; and
central banks need independent, verified visibility into the reserves
backing digital money instruments.

A global framework reduces the risks of misreporting, missegregation,
opacity in offshore reserves, inconsistent auditing, and regulatory
arbitrage. The result is a safer, more transparent, and harmonised
global stablecoin market.
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MESA Principles for High
Quality Proof of Reserve

PART VIII

A practitioner's benchmark

A comprehensive Proof of Reserve for stablecoin issuers should integrate the
following components. MESA offers these principles as a concise operating
reference against which any implementation can be assessed.

01
Independent
Verification

Third-party attestation of assets and liabilities,
with validated control of wallets and accounts,
and assurance that the value of the reserves
corresponds to the number of tokens in
circulation.

02
Real Time On-Chain
Transparency

Reserve data updates at least every fifteen
minutes, ideally continuously, using oracle
networks and automated reconciliation.

03
Decentralised Third
Party Oracles

Reserve data is transported on-chain through an
independent, tamper-proof decentralised oracle
network, such as Chainlink Proof of Reserve.

04
On-Chain
Immutability and
Accessibility

Publication of reserve results on blockchain
networks to ensure tamper-proof, universally
accessible information that increases
transparency and investor trust.
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05
Smart Contract
Enforcement of
Backing

Automated mint and burn constraints linked
directly to reserve feeds, for example, through
oracle-based secure-mint mechanisms, such as
Chainlink Proof of Reserve's Secure Mint
capability.

06
Comprehensive Asset
and Liability
Coverage

Full visibility into asset composition,
encumbrances, jurisdictions, and risks, together
with all liabilities and obligations.

07
Dual Audit
Framework

Continuous internal monitoring combined with
periodic external audits.

08
API First Architecture
and Public
Dashboards

Interfaces enabling developers, institutions, and
regulators to integrate reserve data into risk
systems and compliance workflows.

09
Custody Security
Evaluation

Beyond solvency checks, audits must increasingly
assess the security of custody infrastructure, a
major gap highlighted by recent exchange
incidents.

10
Regulatory
Alignment and
Compliance
Reporting

Standardised disclosures aligned with MiCA,
GENIUS, MAS, and ADGM FSRA expectations.

11
Operational
Resilience and
Uptime

High availability infrastructure with greater than
99.9 per cent uptime and robust disaster
recovery.
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12
Verification
Continuity and Fail-
Safe Design

Redundant, independent verification providers
with automated failover so no single provider
outage can suspend Proof of Reserve reporting.
Feeds must carry freshness and staleness flags,
and consuming systems must default to
conservative, fail-safe behaviour — halting
minting and flagging rather than acting on stale
or absent data — recognising that a fully-backed
asset can still depeg if its verification layer fails.
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Conclusion and Way
Forward

PART IX

The defining trust layer of the stablecoin economy

For stablecoin issuers, Proof of Reserve is becoming an operational necessity
and a regulatory expectation. A robust framework that combines independent
attestation, on-chain verification, real-time, decentralised oracle network-
based data delivery, and automated enforcement offers far more than
compliance. It enables trust, resilience, institutional adoption, market stability,
and integration with the broader tokenised financial ecosystem.

Stablecoins that implement high-frequency or continuous verification will be
best positioned to operate globally, integrate into DeFi, withstand regulatory
scrutiny, and achieve long-term credibility. As tokenisation accelerates and
regulators converge on stricter standards, Proof of Reserve is transforming
from a differentiator into the defining trust layer of the stablecoin economy.

The UAE is at the forefront of this shift, with MESA contributing to the
development of standards that support a more transparent and resilient
ecosystem. As regulatory expectations continue to rise, issuers that adopt
robust Proof of Reserve systems early will be best placed to thrive in the next
generation of global stablecoin markets.

MESA, April 2026

Proof of Reserve is transforming from a differentiator into the defining
trust layer of the stablecoin economy.
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Engagement with MESA

MESA invites members, issuers, supervisors, custodians, auditors, and
institutional counterparties to engage with this framework, apply its principles,
critique its conclusions, and contribute to its continuous improvement.
Dialogue with MESA may be initiated through the Technology, Innovation and
Education Committee and through the Chairman's office. Future editions will
reflect the supervisory, technical, and market evolution that is already
reshaping this field.

Contact: www.mesaofficial.com
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About MESA.

The Middle East Stablecoin Association is a DIFC Non-Profit Incorporated
Organisation registered with the DIFC Registrar of Non-Profit Incorporated
Organisations and headquartered in the Dubai International Financial Centre.
MESA is a non-profit industry body that convenes and engages in the public
interest across the Gulf Cooperation Council, bringing together issuers,
custodians, auditors, technology providers, legal and advisory firms, payment
institutions, corporate treasuries, and institutional investors.

MESA engages with regulators and central banks across the region and
internationally, publishes institutional-grade frameworks, convenes
committees to address the principal workstreams of the stablecoin industry,
and supports education and capacity building among members and the wider
financial community.

MESA committees include the Legal Working Group, the Banking Committee,
the Technology, Innovation and Education Committee, the Corporate Treasury
Committee, and the Marketing and PR Committee. Each committee publishes
guidance, contributes to consultation responses, and supports member
engagement in its respective domain.
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Note on company references:
The Middle East Stablecoin Association (MESA NPIO) is a Non-Profit
Incorporated Organisation established in the public interest. MESA does not
promote, endorse or confer commercial advantage on any company. Where
individual companies are named, they are identified solely to give due credit in
the context of factual reporting and industry education, and no endorsement,
partnership or commercial relationship is implied.
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